

SECURITY PRE-ASSESSMENT WORKSHEET
[image: ]Name of Facility:		 Address:		 Telephone:	Fax:
Website:	 Owner Name if Different than Facility Name:	


Points of Contact (Related to Site);		 1-	Name:		 Title:		 Telephone:	 Email:		
2- Name:	 Title:	 Telephone:	 Email:	
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Has you facility had a comprehensive security assessment by a qualified professional within the past three years?	
[image: ]Brief description/Purpose of what the facility is? 	



Latitude/Longitude ? 	 Size of buildings in square feet? (Include building names or identifier for each.)


Number of Employees?	 Hours of Operation?	 Number of Visitors per day?	 Key Products/ Services ?	 Key Customers? 	 Number of floors in each?	


Size of lot (acreage) or property dimensions.	



Are there any hazardous materials present? (List name and quantity)	



Location?	





UTILITY PROVIDERS:

Gas Company:

[image: ]Power Company:	 Water Company:	 Telecommunications: (voice and data):	
PERSONNEL ACCESS CONTROL

Are employees issued photo identification cards? 	  Are employees required to display photo IDs while on premises?	  Is there a policy regarding the Id’s regards to wearing?	 Are employees issued keys, door access codes, key fobs, or proximity cards?		

If so, what type?	

 VISITOR ACCESS CONTROL

Are visitors required to sign in?	 What type of sign-in? (log book, electronic, etc.)	 Are visitors issued visitor passes?	 VEHICLE ACCESS CONTROL
Designated parking for employees?	 Vehicle identification placards / hang-tags for employees?	 Designated parking for visitors?	 If there is a vehicle gate what type of control does it have?	

CBRN DETECTION DEVICES:

CBRN:	

Explosive:	 Metal Detector:	

[image: ]COMMUNICATIONS:

External

How does your facility communicate with external partners(public, media, emergency partners)?



Does the facility use portable radios?

How many radios? 	 Who has the radios?	
Is building equipped with a public address system?	 Can it be heard in ALL areas?	
EMPLOYEE TRAINING

NIMS (National Incident Management System)?	 ICS 100 (Incident Command Systems)?	 Gang Awareness? 	 Active Shooter?	 Lockdown Procedures? 	 Terrorism Awareness? 	
Any education and training conducted that is not in the employee’s education and training records?	


CYBER SECURITY

[image: ]Does the facility employ firewalls?	 Does the facility employ virus protection?	 Does the facility employ password procedures?	 Is there any form of redundant and/or offsite backup of data?	 DRILLS
Does the facility conduct emergency drills?	 Types of drills?	

EMERGENCY PLANS (Y or N)

Does the facility have written emergency plans/policies for the following incidents:

	
Fire:
	Plan:

 	
	Drilled:

 	
	How Often:

 	

	Bomb Threat:
	 	
	 	
	 	

	Active Shooter:
	 	
	 	
	 	

	Lock-Down:
	 	
	 	
	 	

	Shelter-In-Place:
	 	
	 	
	 	

	Evacuation:
	 	
	 	
	 	

	Incident Command:	
	 	
	 	

	Workplace Violence:	
	 	
	 	

	Medical Emergencies:	
	 	
	 	

	Package Control / Deliveries:	
	 	
	 	

	Hazmat:		
	 	
	 	

	Violence Prevention Plan:	
	 	
	 	





FENCING:

Is property completely surrounded by a fence?	 What type of fencing? (chain link, wrought iron, wood paneling, stockade, etc.)


[image: ]What height?		 Is there a top guard?	Type? 	
INTRUSION DETECTION / ALARM SYSTEMS:

If so, what type(s)? (door contacts, motion detectors, glass break sensors, etc.)



Does the facility have panic buttons/ Locations? 	 KEY CONTROL / INVENTORY
Does the facility maintain a master key log?	 If so, what type? (paper log book, computerized, electronic, etc.) 	 LIGHTING:
Continuous: 	 Motion:	 Emergency: 	 Entrance Lighting: 	 Perimeter:	 Parking Lot: 	 CCTV Lighting:	 Is site lighting sufficient?	



SECURITY FORCE:

[image: ]Do you have a Security Force: 	Proprietary? Contract?	 Total Number of Security:		 Full Time or Part Time: 		 Shifts:		 Interior & Exterior: 		 Walking or Mobile: 		 Armed or Unarmed:		 SIGNAGE:
Way finding?	 Trespassing?	
VIDEO SURVEILLANCE:

Number of Exterior Cameras:	 Number of Interior Cameras:	 Can the cameras be accessed remotely?	 Are cameras recorded?	 Digital Video Recorder (DVR)?	 Network Video Recorder (NVR)?	 What is the retention period?	 Do local police have remote access for emergencies?	



HVAC:

Type:	 Exact location of air intakes:	


[image: ]Are they accessible from the ground?	


ELECTRICAL POWER:

Where is the exact entry point on building/s or site?	 Underground or pole?	 Size of power feed in Kv?	 Number of feeds?	


WATER SUPPLY:

Where is exact entry point on building or site?	 Number of lines?	 Size of water lines?	
NATURAL GAS:

Where is exact entry point on building?	 Number of lines?	 Size of line/s:	 Are gas meters/regulators inside or outside?	
Propane:
Amount stored?	 Location?	



GENERATORS: (Back-Up)

[image: ]Does facility have back-up generator/s?			 If yes, exact location:			 Size of output in Kw:			 What is fuel source?			 If diesel, where is fuel stored?	 How much fuel on site?		 What is the generator runtime before refueling?		 
What percentage of redundancy does the generator provide?	 Does the facility conduct generator tests?	
Under load? 		 How often?	 Does the facility have contracts with outside companies for fuel ? 		


TELECOMMUNICATIONS :(VOICE & DATA)

Where is exact entry point on building?	 How many lines?	 Above or below ground?	 Is fiber-optic present?	
How does your facility communicate with external partners(public, media, emergency partners)?





INTERDEPENDENCIES:

Products	 Services	


[image: ]BUSINESS/PRODUCTION(SCADA) SYSTEMS:

Are any processes controlled by computer? 	 Can process computers be accessed remotely (from home)?	



	During Disasters:
	

	Surge Plan:	
	 	
	 	

	Traffic Plans:	
	 	
	 	



Does the facility have panic buttons/ Locations?	

Any education and training conducted that is not in the employee’s education and training records?	





Floor Plans:

· Are there floor plans available for the facility?	 If Yes can you please provide a copy.	
















[image: ]Anthony Hatzlhoffer Risk Mitigation Planner
Middlesex County Prosecutor’s Office Counter-Terrorism/ Intel Unit
25 Kirkpatrick St

New Brunswick, New Jersey 08901 732-745-3300 ext 4205
Anthony.hatzlhoffer@co.middlesex.nj.us
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